Rom J Leg Med [33] 166-170 [2025]
DOI: 10.4323/rjlm.2025.166
© 2025 Romanian Society of Legal Medicine

LEGAL ASPECTS OF DISCLOSING PATIENT DATA UNDER ELECTRONIC INFORMATION
AND TRANSACTION LAW

Mustika Chasanatusy Syarifah**’, Diana Arum Lisnawati’

"Universitas Hang Tuah Surabaya, Faculty of Law, Master of Law in Health Concentration, Indonesia
*Universitas Nahdlatul Ulama Surabaya, Department of Forensic and Medicolegal, Faculty of Medicine, Indonesia
*Forensic Pathologist, RS Bhayangkara H.S. Samsoeri Mertojoso, Surabaya, Indonesia

Abstract: In the contemporary digital landscape, the imperative for transparency in information dissemination serves
to uphold the public’s right of access. One dilemma that arises is the Disclosure of patients’ data with the COVID-19 outbreak,
which can help to prevent transmission but also risks violating patient privacy. For example, the patient’s address, although
not medical data, is closely related to medical records and can be considered medical data in a pandemic. This combination
of personal and medical data needs to be further explained in Indonesian law, especially the Electronic Information and
Transactions Law (EIT Law). This study aims to analyze the legal aspects of disclosing patient personal data for public interest
in an infectious outbreak based on the EIT Law. The method used is normative juridical. Secondary data is collected from
relevant legal sources. In a public health emergency, specific personal data may be disclosed for the public interest per the
Health Law and the Law on Public Information Disclosure provisions. The Disclosure shows that to combat the outbreak,
personal data can be treated as medical data necessary to support public safety. As a solution, authorities can use an anonymous
disclosure mechanism to balance the public interest and the patient’s data rights. Disclosure of patient personal data, such as
patient addresses for tracing purposes during the pandemic, does not violate the EIT Law because it is permitted for the public
interest and national resilience. With the enactment of the Personal Data Protection Law, personal data protection becomes
more comprehensive.
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INTRODUCTION

The ever-growing advancement of digital
technologies in healthcare has offered innovative
solutions to various challenges in healthcare systems.
These developments have also increased the quantity
and diversity of digital interactions and personal
health information generated and collected within and
outside traditional healthcare environments (1). Along
with technological development, the medical record
recording system has transformed from a conventional
physical to an electronic format (2). This change
raises various issues, including data security aspects,
infrastructure readiness, and adequate regulations to

support the implementation of Electronic Medical
Records (EMR) (3). In response to these challenges,
the government issued the Minister of Health
Regulation Number 24 of 2022 provide legal certainty
in implementing electronic medical record systems in
healthcare facilities (4). Managing EMR is a crucial
issue in health sector, especially regarding patient data
confidentiality (5).

In today’s digital information era, transparency
in reporting an event is necessary for the public to
know to ensure access to information. However, the
demand for openness can indirectly blur the boundaries
between individual privacy and public interest (6).
A central legal dilemma in the context of pandemic
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concerns the disclosure of patients’ personal data to
the public. While such disclosure may enhance the
effectiveness of contact tracing and mitigate the risk of
viral transmission, it simultaneously raises significant
concerns regarding the protection of individual privacy
rights, which are safeguarded by the state as part of
broader data protection obligations (7).

In an infectious disease outbreak such as
COVID-19, patient addresses must be disclosed to
the public for tracing purposes. Although the patient’s
residence is not included in the category of medical
data, the patients address is closely related to the
medical record. In a situation of an infectious pandemic
disease, the patient’s address, which was originally
personal data, can eventually be considered as medical
data. This intersection between personal and medical
data must be clarified in Indonesian law and linked to
the Electronic Information and Transactions Law (EIT
Law). The purpose of this article is to analyze the legal
aspects related to the disclosure of patient personal
data for the public interest, especially in the context of
infectious disease tracing, and to evaluate the extent
to which personal data protection is by the provisions
stipulated in the EIT Law.

METHOD

This study employs a normative legal research
methodology (doctrinal research), wherein secondary
data is gathered from pertinent legal sources and
normative frameworks, including statutes, regulations,
legal theories, judicial decisions, and the doctrinal
perspectives of prominent legal scholars (8).

DISCUSSION

1. Legal Aspects of Privacy and Confidentiality
in Electronic Medical Records

a) Privacy and Confidentiality

Privacy and confidentiality are related, but they
are two different things. Confidentiality regulates who is
authorized to access information, while privacy relates
to an individual’s right to control when, how, and to what
extent personal information can be shared or accessed
(9). Confidentiality protects patient information from
unauthorized parties during storage and transmission.
The protection can be achieved through encryption
and password-protected system access to keep data safe
from unauthorized changes or deletions (10).

Ownership of medical records is regulated in
Medical Practice Law Number 29 of 2004 Article 47

Paragraph 1, physical medical record files become the
property of Health Service Facilities (11). Meanwhile,
pursuant to Article 26, Paragraph 1 of Minister of
Health Regulation Number 24 of 2008, the contents
of medical records are considered the property of the
patient, thereby granting the patient the right to access
and request a copy of their medical information (12).
With the ownership status of the contents of medical
records, the patient can be considered to have entrusted
his/her personal and health information stored in the
medical record files to Health Service Facilities and
health workers authorized to access them (13).

Medical records contain two main types of
information: medical and non-medical. According to
Guwandi in the book “Trilogi Rahasia Medis”, complete
medical records include four data types. First, personal
data such as name, identity number, place/date of birth,
gender, marital status, address, and other identification
information. Second, financial data such as insurance
policy number. Third, social data, including citizenship/
nationality. Finally, medical data, including physical
examination results, medical history, treatment,
treatment progress, health worker instructions, and
other reports related to patient care and treatment (14).
In addition to containing medical and non-medical
information, EMR are also related to informed
consent. Informed means receiving an explanation or
information, while consent means giving approval or
permission. Thus, informed consent can be interpreted
as consent given voluntarily and rationally by the patient
after receiving and understanding the information
conveyed by the doctor (15).

In international practice, such as at the National
University Health System and Yishun Community
Hospital in Singapore, patients who voluntarily provide
personal data to obtain medical care are deemed to
have consented to the collection, use, disclosure, and
processing of such data for medical service purposes
(16, 17).

b) Legal Aspects of Patient Privacy and
Confidentiality in Electronic Medical Records

According to the Indonesian Medical Council’s
Medical Record Guidelines, doctors and dentists
must maintain the confidentiality of patients’ medical
history. Disclosure of medical secrets is only permitted
for the benefit of the patient, at the request of law
enforcement officers, the patient themselves, or by
statutory provisions (18).

Health Law Number 17 of 2023 Article 296
Paragraph 5 and Article 297 Paragraph 3 state that
medical records must be stored and maintained by
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medical personnel, health workers, and heads of health
facilities. Health service providers are legally obligated
to safeguard the confidentiality, security, integrity, and
availability of information contained within medical
records, in accordance with applicable regulatory
standards (19).

Pursuant to Article 32 of the Minister of Health
Regulation No. 24 of 2022, all parties engaged in the
provision of healthcare services within Health Service
Facilities are mandated to uphold the confidentiality
of medical record contents, irrespective of the patient’s
survival status, including after the patient’s death (20). In
addition, Article 4 of the Minister of Health Regulation
Number 36 of 2012 requires that everyone engaged in
delivering medical services and/or managing patient
data and information must maintain the confidentiality
of medical information (21).

2. Exceptions to Confidentiality: Disclosure of
Patient Personal Data

The protection of patient data confidentiality
constitutes both a legal requirement and an ethical
responsibility for hospitals, which function as healthcare
providers and custodians of electronic medical records.
Nonetheless, under specific conditions, the disclosure of
medical information may be deemed legally permissible
when justified by the public interest, particularly in the
context of public health emergencies, such as those
occurring during a pandemic (22).

According to Public Information Disclosure
Law Number 14 of 2008 Article 6 Paragraph 3, one
of the points of public information that cannot be
provided or opened by a Public Agency is information
related to personal rights (23). However, in a specific
domain, a critical legal challenge emerges concerning
information disclosure, wherein two fundamental
interests converge: the protection of individual privacy
rights and the obligation to uphold the public’s right
to access information that bears significance for the
broader public interest. Legal issues related to the
provision of medical record information or patient
health data are in the spotlight, especially in cases
involving the disclosure of information regarding the
health conditions of patients with infectious diseases,
which often triggers debate between individual interests
and the urgency of public health (6).

a) Disclosure of Personal Data in the Electronic
Information and Transactions Law

In the EIT Law, the prohibition on disclosing
personal information to the public is regulated in
Article 26 Paragraph 1. This article explains that any
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utilization of information through electronic media
regarding an individual’s data must be done with the
individual’s permission unless otherwise mandated by
laws and regulations (24). Furthermore, individuals
who feel that their privacy has been violated have the
right to file a lawsuit by Article 26 Paragraph 2. This
provision emphasizes that personal data may not be
used or disseminated via electronic media without the
consent of the individual concerned unless otherwise
stipulated by laws and regulations. The regulation
provides legal protection for individual privacy in the
digital realm.

b) Disclosure of Personal Data in the Personal
Data Protection Law

Before the Personal Data Protection Law
(PDP Law), personal data protection was spread across
several laws and regulations (25), one of which was in
the EIT Law (26). In 2016, the Draft on Personal Data
Protection was initiated. Subsequently, the PDP Law
was passed on September 20, 2024, and came into effect
on October 17, 2024 (27).

Article 4 of the PDP Law contains two types
of personal data. First, general data contained name,
gender, nationality, and religion. Then the second is
specific personal data such as health information,
biometrics, criminal records, and finances (28). Based
on these regulations, it can be concluded that the
address is included in general personal data.

Furthermore, Article 15 Paragraph 1 of the
PDP Law states that the rights of Personal Data Subjects
can be excluded for the interests of national defense and
security (28). The Brazilian General Data Protection
Law (LGPD) and the European Union General Data
Protection Regulation (GDPR) stipulate that in
situations involving emergencies or matters of public
interest - such as public health crises - the utilization of
personal data may be permitted without the necessity
of obtaining prior consent from citizens. However, this
is only permitted on the condition that data protection
is guaranteed, the data is used appropriately for explicit
and legitimate purposes, and the authorized institution
to process the data meets the requirements set by
applicable regulations (29).

¢) National Defense and Security Interests in the
Context of Infectious Disease Outbreaks

Outbreaks of infectious diseases, such as
COVID-19, are a real threat to national safety and
are included in the potential disasters described in
Disaster Management Law Number 24 of 2007 (30).
The pandemic has prompted the government to
implement policies aimed at reducing physical contact
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and implementing Large-Scale Social Restrictions in
several regions, which have an impact on hampering
productivity in various sectors. In addition to posing a
threat to public health and the economy, the pandemic
has also affected food sufficiency (31). The spread of
the COVID-19 virus is considered a threat to national
interests, so handling it is part of efforts to maintain
national resilience (32).

3. Legal Aspects of Disclosure of Personal Data
for Public Interest

Article 4, Paragraph 4 of Health Law Number
17 of 2023 stipulates that the right to the confidentiality
of personal health data and information may be waived
under specific circumstances, including in cases of
extraordinary events, epidemics, disasters, or when
necessary to safeguard public safety from imminent
threats (19). Article 10 of Public Information Disclosure
Law Number 14 of 2008 stipulates that public bodies
must immediately announce information that could
threaten many people’s lives and public order (23).

Information regarding COVID-19 patient data,
such as residential addresses and treatment locations,
must be transparently disclosed to parties handling
the outbreak. Specific personal data can be treated as
medical data in a public health emergency to support
efforts to control the outbreak (33). The disclosure of
medical information for COVID-19 patients aims to
enable the public to discover the domicile and social
interaction history of patients or suspected COVID-19
(22). In response to the risk of personal data misuse
during the COVID-19 public health emergency, the
Central Information Commission of Indonesia issued
Circular Letter Number 2 of 2020 concerning Public
Information Services. This regulation delineates
the boundaries of publicly accessible information,
specifically limiting it to essential details such as the type
of disease, transmission patterns, epicenter locations,
and prevention measures. The disclosure of such data
is subject to strict procedural safeguards to ensure the
protection of individual privacy, particularly for Persons
Under Monitoring, Patients Under Surveillance,
confirmed COVID-19 cases, and recovered individuals
(34).

Anonymized data, having been stripped of
identifiers to the extent that individuals can no longer
be identified, is generally excluded from the definition
of personal data under data protection frameworks.
Conversely, pseudonymized data remains classified as
personal data, as the presence of reversible key codes
retains the potential for re-identification, thereby posing

a significant security risk (35). Under data protection
law, anonymized or aggregated data is generally not
classified as personal data, as it no longer permits the
identification of specific individuals. Nevertheless,
the collection of such data - particularly regarding
geographic location, ethnicity, health status, or socio-
economic conditions - may still result in adverse
implications for identifiable groups. Accordingly,
ethical scrutiny is essential to assess whether the
potential benefits derived from the use of such data
justify the associated risks (36).

The use of patient ownership rights over the
contents of medical records by the government does not
require patient consent as long as other patient rights,
such as the right to privacy, are respected (13). In the
context of the COVID-19 pandemic, this is important
because COVID-19 patient data is needed to monitor
the development and spread of the virus nationally
(37).

In conclusion, disclosure of patient personal
data, especially patient addresses, for tracing purposes
in the context of the COVID-19 pandemic, cannot
be considered a violation of the EIT Law. Disclosing
personal data for the public interest, such as preventing
the spread of infectious diseases, is justified within the
framework of public interest and national resilience.
In addition, with the enactment of the PDP Law, the
provisions in the EIT Law regarding personal data
protection become less relevant because the PDP Law
provides more specific and comprehensive protection
for personal data. As a solution, the authorities can
implement a mechanism for anonymously disclosing
patient personal data to maintain a balance between the
public interest and protecting patients’ personal data
rights.
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